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St Michael's, Waddington
Church Equipment Usage Policy

At St Michael’s Church, Waddington Parochial Church Council (PCC) provides employed
staff with equipment to be enable them to complete their jobs to a high standard. This
policy gives guidance about the expectations for use of this equipment. Staff will be asked
to read and follow the policy. A copy of this policy will be made available to them.

The PCC of St Michael’s Church, Waddington expect that:

» All Usernames & Passwords are to be kept safe and not written down or shared with
anyone except a line manager if required. Passwords should not be easy for someone to
guess and should be changed regularly.

+ All devices and IT systems should only be used for church business.

* All devices used for St Michael’'s must conform to the minimum standards set out by this
policy.

» Any devices (including personal) that have been used for St Michael’'s Church and are
stolen must be reported as soon as it is noticed and without delay to the Priest in Charge
and Church Wardens.

+ All devices and security software must be kept up to date.

 IT usage can be monitored this includes internet and emails.

* Where possible memory sticks and external drives should not be used, in the rare event
memory sticks are used, they must be encrypted.

* Only connect to reputable Wi-Fi networks.

INTERNET

Internet access, provided by St Michael’s Church, Waddington, not including any publically
available Wi-fi service, is primarily for church-related purposes including communicating
with church members and colleagues, researching relevant topics and obtaining useful
business information. All existing laws and St Michael’s Church, Waddington policies apply
to all user’s conduct on the Internet, especially those that deal with intellectual property
protection, privacy, misuse of St Michael’s Church, Waddington resources, sexual
harassment, information and data security, and confidentiality.

Employees and volunteers must not use St Michael’s Internet access facility to visit sites
which are:

lllegal under current law;

Defamatory, threatening or intimidatory or which could be classed as harassment;
Contain obscene, profane or abusive language;

» Contain pornographic material whether in writing, pictures, films or video clips;
Contain offensive material regarding sex, race, religion or any disability or sexual
orientation;

Infringe third party rights or otherwise unlawful.

Current Policy Date: August 2024 Review: Every 2 years Date of Next Review: August 2026
1



ELECTRONIC MAIL AND THE INTERNET

Misuse of the e-mail/Internet can expose the PCC to significant risk. Therefore, you must
only use e-mail and access the internet on authorised and recognised business. Care
must be taken when attaching documents to ensure there is no infringement of copyright
and you must not disclose confidential information. Copies of e-mail should be retained
where appropriate (as e-mail is a form of documentation which could be ‘discoverable’ in
legal proceedings). You are reminded that e-mail is not ‘private’ and the PCC reserves the
right to access e-mail and audit the use of the system.

COMPUTER SOFTWARE

Because of potential virus infection and consequent damage to the PCC, you must not
load any software into any computer via any source, including memory sticks, flash drives,
pen drives, or any portable memory devices, without the prior approval of your line
manager. Approval will only be given after virus checking. Virus protection software is
maintained and periodically updated. Under no circumstances must you load games or
free issue software onto PCC equipment. If a specific application programme is necessary
for your work, then it will be purchased by the PCC for your use. You must not make
‘pirate’ copies of PCC owned software for use by other persons either inside or outside the
Church. This not only breaks PCC rules, it is an illegal practice. Failure to comply with any
procedure will result in a disciplinary warning or dismissal, depending on the
circumstances.

MOBILE PHONES ISSUED BY THE PCC

Where a mobile phone has been issued, it is for business use only and at all times will
remain the property of the PCC. A mobile phone is provided primarily to enable you to do
your job. Therefore, it is your responsibility to ensure that the mobile phone is kept
charged and switched on while you are on duty. Users must adhere to the requirements of
the Highway Code and other relevant legislation. The PCC will not pay for any fines
incurred as a result of any breach of the law.

If you have been issued with a mobile phone, you are responsible for the safekeeping and
condition of the mobile phone at all times. You will be responsible for any cost of repair or
replacement other than fair wear and tear. The PCC will arrange for any repair or
replacement. In the event that the mobile phone is lost/stolen, the PCC must be notified
immediately in order to cancel the number. You agree that upon termination of your
employment, should you not return your mobile phone or should your mobile phone be
returned in an unsatisfactory condition, the cost of replacement or a proportionate amount
of this, as decided by the PCC, will be deducted from any final monies owing to you, or
you will otherwise reimburse the PCC.

USE OF TELEPHONES & OFFICE EQUIPMENT

Private Telephone Calls: Staff are permitted to receive calls of a private nature during
working hours. It is envisaged that these will normally be short.

Photocopying: All other business copying should be authorised in advance by the Parish
Administrator or Priest in Charge and fully reimbursed.

Postage: Postage stamps held on site should only be used for business purposes.

Approved by the PCC and signed on its behalf: W Q@\/

Date: September 2024
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